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E-evidence, new criminal law, its implementation

hee three newly-enacted criminal bws,

the Bharatiya Nyay Sanhita {to replace

the Indian Penal Code), the Bharativa

Magarik Suraksha Santhita (o replace
the Code of Criminal Procedare) and the
Bharativa Sak<hya Adhiniyam (o replece the
Indian Fvidence Acth are tocome indo force on
July 1, 2004, At the ame time, Section 106(2) of
the Bharativa Nayay Sanhita ([BNS), which
prescribes 10 years imprisonment for fatal
accidents if they are not immediately reparted o
the palice, has been put on bold, as notified by
the Central government.

The Mindstry of Home Affairs (MHA) and State
gevernments are preparing for a smoath
transitiom. While some changes have been made
i the Bharatiya Nagarik Suraksha Sanhita (BRSS)
in connection with investigation and polioe
fanctioning, a few new affences and some
changes introchsced in the BNS, the contents of
the Indian Evidence Act, 1872 have changed liole
& Far as the Bharatiya Saksina Adhiniyam (BSA)
is comcerned. The scope of secondary evidence
hos been shightly boadened and some dhanges
havve been made in the provisions relating o
electronic evidence in the BS54
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There is some precision in the deﬁmuumucuun
An il to the defmition of *d
wtiich inchedes electronic and digital recondsh
says that an electronic recond on emadl, server
loggs, documents on computers, bptop or
smartphone, messages, websites, kicational
evidence (should have nzed the term information
in place of evidence), and voice mail messages
stared an digital devices are documents.
Similarly, there is darity in the provision
dealing with primary (electronic) svidence
(Bection 57 in the form of Explanations. One of
theﬂplﬂr:lumnys&mtw}mnvﬂm
hy stored in el
ﬁ:mnmdlmmuuuedurhmadmsl or transfermed
1o another, each of the stored recordings shall be
primary evidence. This may belp the investigating
agencies in fixing culpability of a cyber-criminal
even if he destroys his original electronic record
1o deny the allegatioms as it may be collected from
other sources without its walse getting

Section 63, which deal with admissibility of
electronic records, inchedes terms sachoas
‘semi-comcuctor memory’ and “amy
communication device” for better vishility.
Herwever, this does not change the impact of the
provision becanse the definition of *electronic
form” given in the Information Techmolegy (1T
Act, 20060 inchsdes information generaied, sent,
received or stored in ‘computer memaony'.
Similarty, the definition of ‘computer network” in
the [T Act is comprebensive and inchsdes
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‘eommumication device'.

It is relevant to mention that the computer
{primary) memory, that i; mandoem access
memory (BAM) and cache memory, i nothing
bust semi-comductor memory which is essential
fior the quicker working of a computer. Thaugh it
i valatils in nature, this memory may reveal very
impomant information if electronic devices are
recovered and seized in *power-on’ condition.

Admissibility of electronic records

The bw on the admissibility of electromic records
i setfled. Though there are some changes in
Section 63 of the BSA (which is equivlent i G5B
of the Indian Bvidence Act), the ratio of the
Supreme Court judgment in Agun Pendiiras
Khetkear vs Katlesh Kushanrao Gomntyal & Ors.
(20200 will still equally apply fo the new
provisicns. In this case, the Court held that the
resquired certificate under Section 65-Bi4) - now
Section G34) of the BSA - is sine qua non for the
admissibility of electronic record. The other
provisions with regard to admissibilicy of
secrmdary evidence will not apply to electromic
reconds as Section 65-B of the [E Act starts with a
non-ohsfante chase (e, nobwithstanding
anything contained in this Act) and Section 65-A
and Section 658 are a complete code by
themesehves. The pon-obstente chuse of the Indian
Evidence Act is retained in the BSA.

The Court had sadd that if the: recquired
certificate could not be secured from the peron
in possession of an electronic desice, an
apphication could abwiys be made to a judge for
the production of such a certificate from the
persan concernsd in cases where such a person
refirses to ghe it.

The Court held that though such a certibcate
should generally be submitted with all other
documents at the time of Gling the palice repont
and latest before commencement of the irial,
non-submission of such certificate in time isa
curable defect. Since Section 65-8 (nd Section 63
of the BSA now) dees not speak of the stage at
which such a certificate st be furnished to the
court, the court may in appropriabe cases allow
the presecution to produce such a certificate at a
later point of time without causing any prejudice
£ thee acoused in triall. The Court also held that
w{'mrl:l un'rptmﬂ:]elul:bey the Lpw, the alleged

of the L is d. Inother
words, if it is imposdhle to produce the reguired
certificate, the court can exempt the mondory
prochuction of the certificate.

Sactiom G34) af the Bhartiya Saksya
Adhiniyam reguires the centificate to be signed by
bwo persans instead of one as required under the
Inelian Evidence Act — the first by the persom in
charge of the computer or communication device:
or the mamgement of the relevant activities, and
the secomd, by an expert. A standard format of

the certificate is ako prescribed in the Schedule
tor the BSA. The expert has to verify the certificae
by stating that a particular hash value is obtaxined
by applving a particular hash algodithm. A hash
function means an algorithm mapping or
transhtion of one sequence of bits ino another,
penerally snmller, set known as “hash resalt™
such that an electranic record yields the sime
result every time the algorithm i exeoated with
ﬂlenmedechumcmcmdmbm]mtuukmgrt
Iy i bl b

m':gu'n]dmnml: recard from I:h.eha:h:!sut
prochuced by the algarithm. Though oo
notification has been isued by the Central
Gevernment unsder the IT Act with regard to hash
algorithms for encryption for the secure use of
electronic mediem, the standard format of
certificate sts SHAL SHAZSE, MDS and Other
(egally acceptable standard)’ as applicable hash
algorithms.

Whereas M5 (Message DigestS) and SHAL
(Becure Hash Algorithmi) are known io have
s vulnerabilities, SHAZSE is considersd more
serure and, therefore, be used by the agencies b
emsume integrity of the data.

Preparedness to adopt new format

While expert certification may help the cowrt in
admission of electronic reconds, it is going to
increse the workload of cyber bborabaries,
There is hardly amy crime that does not usea
soibvestd with the help of call reconds and location
information. However, if every certificate is to be
mdh\'amﬂpert the workload will suddenly
incresse & mony cyberhbs may not be equipped
with sufficient manpower. Some cyberbibs (such
s in Chhattisgarh) are not even notified under
the IT Act to give expert opinion on electronic
recosds.

It would have been reasonable had expert
opinicn been called far only when the integrity of
the: seized electronic record is dispubed by the
opposing panty during trial. The cowrts may, in
such cases, shways ask for expert opindon. |t could
e been sufficient had the nvestigating officer
ensumed that one of the hash algorithms was

and the message digest was attached with
the certificate before it was collected

There needs to'be a generl awareness drive
mw about the modes and methods of
encryption, particularly for private agendes
which install closed-circuit televizions on their
premises or e ather electronic devices for
security purposes. Simulansmsly, the time
befiore July, rust be wsed by the enforcement
agencies to ensure that the i
imfrastructure is in place o take on the added
responsibilities.
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Understanding the world of the informal waste picker

Dy, waste pickers across the workd will

pay homage to fellow pickers who were
mardered in Colombia in 1992, The world of the
informal waste picker, — who is an
often-forgotten, hyper-marginalised worker
cohort in the waste value chain ecosystem, and
an indispensabile but invisible part of waste
management systems in India - needs w be
undersinod.

The International Labour Organization defines
the informal sector in waste management as
‘individuals or small and micro-enterprises that
intervene in waste management without being
registered and without being formally charged
with providing waste management services’.
These workers are the primary collectors of
recyclable waste, playing a critical role in waste
management and resource efficiency by
collecting, sorting, trading and sometimes even
reinserting discanded waste back into the
economy. Yet, they face systemic marginalisation
due to non-recognition, non-representation, and
exclusion from social security schemes and legal
protection frameworks.

0n March 1, International Waste Pickers

What data shows

While reliable estimates of informal waste pickers
are difficult to come by, the Centre for Science
and Enviromment reported that the informal
waste economy employs about 0.5%-2% of the
urban population globally. Many are women,
children and the elderly, who are ofien disabled,
are the poorest of the urban poor, and face
violence and sexual harassment often. The
Periodic Labour Force Survey 200718 indicates
that there are nearly 1.5 million waste pickers
within India’s urban workforce, with halfa
million being women.

Om average, an individual waste picker collects
‘between 60 kg to 90kg of waste a day in an eight
to 10 hour span of dme, often underr:
hazardous work without safety equipment. Their
poor health, irregular work, low income, and
regular harassment are compounded by their
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subordinate position in the caste hleran:hy Their
health Bsues include del

respiratory health ksues apart from regu]ar
injuries. Waste pickers suffer existential precarity.
Private sector participation in municipal solid
wiste management, by design, alienates them,
sggravating their vulnerability and koss of rights
owver waste picking. As noted by the Alliance of
Indian Waste Pickers (AIW) 20023 report, private
actors employ expensive machinery, offering
competitive rates in waste generators such as
households and businesses, which

informal pickers and forces them into hazardous
wiste picking, such as scavenging from dump
sites. This worsens their health risks,
compromises income, and lowers social status.
Private players and municipal authorities often
cordon off dump sites, pushing them into further
vulnerahility.

Extended Producer Responsibility
Extended Producer Responsihility (EPE) has
gained traction in India as a means to enhance
plastic waste manzgement. It transfers the
responsibility of waste management from
municipal authorities and holds commercial
waste producers accountable. EPE appears
seemingly promising, with potential for social
inchsion for waste pickers and other informal
grassroots actors. In practice, however, as noted
by Women in Informal Employment: Globalizing
and Organizing (WIEGO), EPR redirects waste
away from the informal sector, threatening
large-scale displacement of informal waste
pickers.

The AW has observed that EPR guidelines in
India identify several stakeholders including the
Central Pollution Control Board (CPCE),
producers, brand owners, industry, industry
associations, civil society organisations, and, of
course, citizens themselves. But it is unclear
whether these stakeholders indude informal
wiaste plckers, or their representing
organisations. Although the Solid Waste

ent Rules 2006 mandate the inclusion of
wiaste plckers in municipal solid waste

management systems, they are evidently missing
in the prioritisation. The EPR Guidelines 2002
published by the Ministry of Environment,
Forest, and Climate Change have blatanily
knored the role of informal waste pickers in
waste management and recyding.

PMastic Treaty and a just transition

Globally, waste pickers collect and recover up to
60% of all plastic which is then recycled, as in the
2022 World Economic Forum report. Despite
their crucial role in sustainable recycling, their
work i rarely valued and they struggle to earn a
decent living. The United Nations Development
Programme (UNIDP) and Pew reports state that in
2006 alone, informal waste pickers collected 27
million metric tonnes of plastic waste (59% of all
plastic material collected for recyding),
preventing it from ending up in landfills or the
ocean. But they also have to bear burning plasric
fumes and consume water and air tainted by
microplastics. When we endorse the UN
resolution to end plastic pollution, to create a
legally binding sgreement by 2024, the meaty
mLst ensure & just transition for these workers.

The robe of waste pickers in sucressful plastic
management has emerged as a critical factor as
India’s per capita plastic waste generation rises.
As mentioned in & recent CPCH report, January 6
is plastic avershoot day for India — a coumtry that
s already among the 12 countries responsible for
52% of the worlds mismanaged waste. The EPR
mechanism holds producers responsible for
plastic pollution, but only imvolves large recycling
umnits, bypassing an entire workforce responsible
for transformation of waste o recyclable
material.

Waste pickers possess iraditional knowledge
around handling waste, which could srengthen
the EPR system and its implementation. In this
context, we need to rethink the formulation of
EPR norms, while abso addressing how o
imtegrate millions of informal waste pickers into
the new legal framework.
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